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INTRODUCTION

How can you resolve any type of Application issues, FAST?

Troubleshooting Java, especially in a complex environment can be tedious. Java Enterprise Edition (JEE)
literally gave birth to a new career with various titles — Application Administrator, Middleware
Administrator, Application Support engineer and so forth. The core responsibility of a professional in this
career is to ensure that the Application Serving environment is running at its peak performance,
securely. And this is no simple task. The types of issues one can face in this profession can be numerous
and while some problems take minutes to solve others take days or weeks to solve. Luckily there are lots
of freely available tools that make this job easier. In this ebook, we will look at 9 tools that one can use
to successfully maintain a JEE environment. Note that this list is only a small subset of tons of tools out
there. You are free to take whatever works for you and leave the rest.

Verbose GC logs

IBM Pattern Modeling and Analysis Tool for Java Garbage Collector
IBM Thread and Monitor Dump Analyzer for Java

Eclipse Memory Analyzer

JConsole

VisualVM

Jmeter

Wireshark

Appdynamics Lite

W NOULREWDNEO

NewRelic Lite



CHAPTER 0:

VERBOSE GC LOGS
A trustworthy source for analyzing JVM memory issues

Yes, | know, verbose GC log is not really a ‘tool’ but | have listed this as a tool because of the immense
value it provides in troubleshooting Memory related issues.

How does it help you in troubleshooting?

a. Reveals the following critical information
e Garbage Collection frequency
e  Garbage collection duration
e Heap before/after GC
e Shows memory allocation in various Pools *

* Varies depending on the JVM vendor
How can you obtain this tool?

Simply add the following parameter to the Java command line that starts the Application Server and you
are good to go. The file where verbose GC logs will go depends on the Application Server. For example,
with IBM WebSphere Application Server, the verbose GC logs generally go to native_stderr.log

Parameter to add:
-verbose:gc

You can add the following parameters to provide even more details:

-XX:+PrintGCDetails -XX:+PrintGCTimeStamps
Where can you find more information about this tool?

http://www.oracle.com/technetwork/java/javase/gc-tuning-6-140523.html

http://www-01.ibm.com/support/docview.wss?uid=swg21114927

https://docs.oracle.com/cd/E15289 01/doc.40/e15061/verbose.htm



http://www.oracle.com/technetwork/java/javase/gc-tuning-6-140523.html
http://www-01.ibm.com/support/docview.wss?uid=swg21114927
https://docs.oracle.com/cd/E15289_01/doc.40/e15061/verbose.htm

CHAPTER 1:

IBM Pattern Modeling and Analysis Tool for Java Garbage Collector

Garbage Collection analysis, the easy way

This is a very good tool for visually analyze Verbose GC logs. It is time saving since you don’t have to

eyeball all the gory details in the verbose GC logs.

How does this tool help in troubleshooting?

a. Plots GC stats in graphs for quick analysis
Reveals ‘Out of Memory’ errors

c. Attempts to recommend solutions to problems it finds in the verbose GC logs. For example,

under certain conditions, it recommends increasing the maximum heap size.

d. Allows you to quickly navigate to various verbose GC log files.

Ak IBM Pattern Modeling and Analysis Tool for Java Garbage Collector =REE X
File Analysis View Help
g gresyve X K 6l B ok ol & H wm oar s O =3 @ b
Lk native_stderr.log Chart View [o [= [==
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[ Free Nursery (after)
Free Nursery (before)
|l
I Used Mursery (after)
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Requested
FreeSOA (after)
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FreeLOA (after)
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TotalLOA (after) 57
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|| 2 native_stderrlog Source View = = &:
| <response-info timems="0.260" idlems="0.165" threads="2" lastid="00000000446BEBCO™ lastnam *
</exclusive-start>
<af-start id="173298" totalBytesRequested="2360" timestamp="2012-05-18T04:31:01.010" interva
<cycle-start id="173299" type="scavenge" contextid="0" timestamp="2012-05-18T04:31:01.010" i
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Open||Open werbose garbage collection logs

Image Source: IBM




How can you obtain this tool?
Free download:

https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityU
uid=22d56091-3a7b-4497-b36e-634b51838e11

Where can you find more information about this tool?

https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityU
uid=22d56091-3a7b-4497-b36e-634b51838e11

http://websphere.sys-con.com/node/1229281



https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=22d56091-3a7b-4497-b36e-634b51838e11
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=22d56091-3a7b-4497-b36e-634b51838e11
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=22d56091-3a7b-4497-b36e-634b51838e11
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=22d56091-3a7b-4497-b36e-634b51838e11
http://websphere.sys-con.com/node/1229281

CHAPTER 2:

IBM Thread and Monitor Dump Analyzer for Java
Kill the mystery of Thread Dead Lock

This is an awesome tool to analyze Thread dumps. Even though it is IBM tool, it can analyze Thread
dumps from most of the major JVM vendors.Thread dump analysis is one of the critical troubleshooting
steps in order to analyze ‘slow’ or ‘hung’ Applications.

How does it help you in troubleshooting?

a. Easy to read graphical display of all threads.

b. Highlights dead locks

c. Thread Detail view and Monitor Detail view

d. Shows ‘Waiting Threads’ and ‘Blocked by’ for each Thread.

e. Ability to ‘Compare’ two Thread dumps. Extremely useful in revealing ‘hung’ threads.
f. Detailed ‘memory segments’ view ( ‘JIT code cache’, ‘class’ etc)

read an onitor Dump Analyzer for Java .
IBEM Thread and Moniter Dump Analyzer for J | = | = 8

Eile Analysis View Help

X XX Y@ @BOed D @ © B I Foaae

Thread Dump List =&
Mame | Timestamp | Runnable/Total T.. | FreefAllocated H... | AF(SCYGC Count... | Monitor
javacore 201205... May 21 08:26:45 . 221157 26,028 3201671,0... Mo Info
i
@ Fres Java heap size: 26,028,320 bytes I
# Allocated Java heap size: 671,088,640 bytes
& Memory Segment Analysis )
Memory Type |# of Segments |Used Memory(bytes) |Used Memory(%0) |Free Memory(bytes) |Fre
Internal 278 0 0 18,305,988
| Object(zeserved) | 1] 671,088,640 | 100]| 0
Class 2,139 95,326,020 9027 10278704
JIT Code Cache 3 25,165,824 100 0
| 71T Data Cache | 2| 9,033,408 | 50.21| 6,843 808
|Overal | 2423 | 801,513,802 | 95.77 | 35,428,500

Memory Segment Analysis

a¥

& Current Thread : "WorkManager PublisherWorkMer : 1343
S - >

Dption”Change options




How can you obtain this tool?
Free Download:

https://www.ibm.com/developerworks/community/groups/service/html/communityview?communi
tyUuid=2245aa39-fa5c-4475-b891-14c205f7333c

Where can you find more information about this tool?

Webcast replay: Analysis of hangs, deadlocks, and resource contention or monitor bottlenecks using
IBM Thread and Monitor Dump Analyzer for Java Technology:

http://www-01.ibm.com/support/docview.wss?uid=swg27011855



https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=2245aa39-fa5c-4475-b891-14c205f7333c
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=2245aa39-fa5c-4475-b891-14c205f7333c
http://www-01.ibm.com/support/docview.wss?uid=swg27011855

CHAPTER 3:

Eclipse Memory Analyzer
Uncover Memory Leaks with Ease

It is the best Java Heap analyzer. Since it is Eclipse based, the user interface is very smooth, rich and
intuitive. It comes free with wide varieties of features.

Analyzing Java heap is a sure way to reveal Memory leaks and to fix ‘Out of Memory Errors’. But
analyzing heap can be very complex and confusing as Heap can literally contain millions of objects.
Eclipse Memory analyzer makes analyzing heap effortless.

How does it help you in troubleshooting?

Easy to read, graphical display of Java heap

Automatically finds ‘Leak Suspects’

Sorted listing of objects based on the size, enabling you to quickly identify the biggest objects
Complete Thread stack trace when available, enabling you to identify the method causing the

Qa 0 T o

leak

! MemoryAnalyzer File Edit View Help

aano SAP Memory Analyzer
=B 8 eclipse_sdkhprof 2 l =B
@ 0x17923b10 ioml a8 Q
D IndexManager
H org.eclipsejdtinternal.core.search.index i Overview &2 1
class org.eclipse.jdtinternal.core.search ~ Details
G org.eclipsejdt.internal.core.search.proce
" L Size: 49,1 MB Classes: 13,2k Objects: 1,1m Class Loader: 89
@ org.eclipse.osgiinternal.baseadaptor.De
1 64 (shallow size)
11 3.798.920 (retained size) ~ Biggest Objects by Retained Size
o hoGCroot 3,6 MB
Type Name Value 4.2 ME
ref checksumCale java.util.zip.CRC32 ¢
ref SAVED _STATE 0
ref UPDATING_ST. 1 5.6 MB
ref UNKNOWN_ST 2
ref REBUILDING_S 3
ref indexLocation org.eclipse jdt.interr
ref indexes org.eclipsejdtinterr
boolean needToSave true
ref javaPluginLoci org.eclipse.core.run
ref indexStates  org.eclipsejdtinterr,
ref savedindexNa java.io.File @ 0x179z2
ref awaitinglobs org.eclipsejdt.interr 356 MB
int jobStart 1}
int jobEnd -1 Total: 49,1 MB
boolean executing false org.eclipse.jdtinternal.core.search.indexing.IndexManager @ 0x17923b10
ref processingThi Java indexing Shallow Size: 64 B Retained Size: 3,6 ME
ref progressjob  null
int enableCount 1
. = Actions ¥ Reports
boolean activated true
int awaitingClient 0 Il Histogram: Lists number of instances per class Overview Report: includes class histogram, system
?g Dominator Tree: Lists biggest objects properties and top consumers.
Top Consumers: Prints most expensive objects and LEJ: Suspect Report: includes leak suspects and a
groups them by class and by package System overview
Leak Hunter : Automatically checks for leak suspects
Duplicate Classes: Lists classes loaded by more than
one class loader
— <>
4eMof aM ([ 5 B
][ wewotraw [0 ] -2




o ! MemoryAnalyzer File Edit

View Help

800

SAP Memory Analyzer

[Z Inspector 52 =0 =0
szsaosma i |I|%gm\"|os|%’"w£n'\f’>.
Strin P i =

e jwa_éng i Ovemew[m histogram B Calculate Minimum Rtame Size (q

lE] class javalang.Class @ 0x25a05d88 Class Name 1 se Retained Size 23

& javalang.Object . <Regex Filter> I<Numeric Filter> [ <Numeric Filter> | <Numeric Filter=

[§ javalang.ClassLoader @ 0x0 java.lang String | 262.019 6.288.456 = 22.601.424

100 16 (shallow size) char() 274.715 21.770.040 == 21.770.040

10 40 (retained size) (D) Javalang.Object(] 31.467 1.866.256 == 17.0969.720

5 GC root: Native Stack () java.util.HashMap 6.268 250720 >= 16.640.888
java.util.HashMap$Entry[] 6.295 1.930.848  >= 16.504.128

| Type |Name |Walue @ Jjava.util. HashMap $Entry B89.839 2.156.136 >= 13.641.816

long serialVersionl -68497944707546¢ javalang.Class 13.202 176.896 == B8.537.384

ref serialPersister java.io.ObjectStream java.util.Vector 3018 96.576 == 8.247.808

ref CASE_INSENS! java.lang.String$Cas (] org.eclipse.core.nternal registry.RegistryObjectManager 2 128 »=7.324.064
(] java.lang.String[] 35,115 1.293.200 >=6.976.224
(] org.eclipse.osgi.internal .baseadaptor.DefaultClass Loader 76 5472 >=6.811.832
[} org.eclipse jdtinternal.uitext.spelling SpellCheckEngine 1 24 == 5.882.240
org.eclipse jdtinternal.uitext.spelling.engine.LocaleSensitiveSpe 2 64 >=5.480.632
ora.eclipse.core.nternal.registry.ConfigurationElement 16.896 B11.008 »=5.331.656
@ Java.util.ArrayList 18.068 433,632 »= 4,949,920
org.eclipse.jdt.internal.compiler.util SimpleLookupTable 200 4.800 >=4.482.184
© org.eclipse.core.internal.registry.ExtensionRegistry 2 128 >=4.409.296
[} org.eclipse jdtinternal.core.search.indexing.IndexManager 1 64 == 3.788.992
orag.eclipse jdtinternal.core.index.ndex 150 4,800 »>= 3.756.920
org.eclipse jdtinternal.core.index.Diskindex 150 12.000 »= 3.684.448
(] org.eclipse jdtinternal.compiler.util. Has htableOfO bject 102 2.448 »>=3,373.144
charl](] 5.241 445702 >=3.183.472
(] org.eclipse jdtinternal.core JavaModelManager 1 160 == 2.767.744
byte[] 1.158 2.339.672| »=2.339672
Jjava.util.Hashtable$Entry[) 765 102.912 »= 2.099.960
@ Jjava.util.Hashtable 627 25.080 »= 1.993.112
@ int(] 36.667 1.981.368 »>= 1.981.368
© org.eclipse.osgi.framework.internal.core.BundleHost 385 21.560 >= 1.806.696
o org.eclipse.uiinternal.console.ConsoleDocument 3 312 »= 1.597.720
2, Total: 29 of 13.193 entries displayed 1.063.145 51.436.256

—_— yaTr

|| semof7em [ | | s 2

Images source: Eclipse.org

How can you obtain this tool?

Free download:

https://eclipse.org/mat/downloads.php

Where can you find more information about this tool?

Webminar: Memory Analyzer 1.0 - Not Only New, but Noteworthy

http://live.eclipse.org/node/939



https://eclipse.org/mat/downloads.php
http://live.eclipse.org/node/939
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CHAPTER 4:

JConsole
Fast and easy JVM monitoring

A JMX based JVM monitoring utility that comes free with every JDK (note: not JRE). It enables you to
monitor several key metrics on your Java application.

How does it help you in troubleshooting?

a. Easyto read graphical, tabbed view of Key metrics
b. Monitors the following metrics
e Memory (including breakdown of various Memory pools such as eden space, tenured

space etc)
e Threads
e C(Classes

e MBeans (you can invoke operations on Mbeans)

Important Note: Jconsole is resource intensive and hence be cautious if you have run this in production
environment.

| %] Conmection  ‘Window  Help = (&
Owerview Memory || Threads | Classes | WM Summary | MBeans “s'
Timne Range: g

Heap Memory Usage Threads L

40 Mb 40
Live threads
30 Mb 1 B
20 Mb 30 I —
Used
loMb 4 6,794,544
0.0 Mb 20
20:10 20:15 20:20 20:10 20:15 20:20
Used: 6.8 Mb  Committed: 35.5 Mb  Max: 66.7 Mb Live: 34 Peak: 3¢ Tokal: 34
Classes CPU Usage
4,000 E0%
S0%
Loaded 40%
3,000 1 |r Ll 30%
20%
10% ) }(‘:;)U Usage
2,000 0%
20:10 20:15 20:20 20:10 20:15 20:20
-




Java Monitoring & Management Console - pid: 3912 sun.tools. jeconsole. JConsole

| £ Connection  Window  Help o
Time Range:
Mumber of Threads = &
Peak
40 24
Live threads
—~ !
30 F —
20
20:10 20015 20:20
Threads |
Reference Handler | :Na:me : Finalizer A
A ~||gtate: WAITING on java.lang.ref.ReferenceQueuesLockic?d
SionallDizpalcher Total blocked: 3 Total waited: 96
Attach Listener
JavazD Disposer —
AWT-Shutdown EEEE: BEREEE
AWT-windaws java.lang.Chject.wait (Native Method)
AT Fuank™iiana i M aava lana. ref . Referenme(uene | remowe (Referennelnens _ Aava o
8 | @ |4 I >
|Filter | [ Detect Deadlock ]
Java Monitoring & Management Console !EIE
! Connection Window Help
I Epid: 7056 sun.tools.jconsole.JConsole [_ {&] %]
i 0verview| Memoryl Threadsl C!assesl ¥M Summary MBeansI &

~-get¥YMOption
“setYMOption MName Yalue
| java.lang Operation: S
| java.util.logging Name dumpHeap
Description dumpHeap
Impact UNKNOWN
ReturnType oid
Parameter-0:
Name po
Description p0
Type java.lang.String
Parameter-1:
Name pl
Description 1
= e =]
[ Descriptor
1 Name Value
1Operation:
|| lopenType javax.management.openmbean. SimpleType(name=java.lang.void)
originalType void
t Parameter-0:
¢ openType javax.management.openmbean. SimpleType(name=java.lang. String)
¢ original Type java.lang.String
¢ Parameter-1:
lopenType javax.management.openmbean. SimpleType(name=java.lang.Boolean)
: originalType boolean
£
€
13

. IMImplementation ~Operation invocation
. com, sun.management =
[=}- (@ HotSpotDiagnostic ek | p0 | String .ot true )
Attributes

[=-Operations

- ~MBeanOperationinfo

Images source: Oracle
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How can you obtain this tool?

Jconsole comes with every JDK. Look for the command in <JDK Install dir>/bin. (Jconsole.exe on
Windows)

Note: Jconsole does not come with JRE.
Where can you find more information about this tool?
Oracle Document:

http://docs.oracle.com/javase/7/docs/technotes/guides/management/jconsole.html



http://docs.oracle.com/javase/7/docs/technotes/guides/management/jconsole.html

CHAPTER 5:

VisualVM

Need to profile your application? No problem.

13

VisualVM is a very comprehensive Java monitoring tool that comes with the JDK. It has all the
capabilities of Jconsole and some more. The two striking differences are the resource utilization (lighter
than Jconsole) and the built in light weight profiler. An additional feature is the ability to integrate the

tool with Eclipse.

How does it help you in troubleshooting?

Easy to read, graphical display of all the critical metrics

Java Heap monitoring with the breakdown of various memory pools (such as Eden space,

Tenured space etc)

c. Ability to take and view Thread Dump
d. Ability to take and view Heap Dump
e. Light weight Java profiler — to analyze application performance and memory allocation.
f. Can be integrated with Eclipse or NetBeans.
B8 Java visualvm [_TOx]
File Appﬁ@tions View Tools Window Help
FLEEEE
| | applications 40 X || StartPage x| i VisualvM x| drlixlol
=5 Local [ overview ] Manitor | = Threads] & Samplerl (2 [snapshot] 06:32:58 AM x
‘i‘ i \EJ [snapshot] 06:32:58 : VisualvM
I @ Remote Monitor V¥ CPU [V Memory [V Classes [V Threads
@ Snapshots
Uptime: 3 min 57 sec Perform GC Heap Dump
CPU X ‘ Heap l PermGen X
10036
50 Me
509%
25 MB M
096 LA — : — omel— — . —
6:32 AM 6:33 AM 6:34 AM £:35 6:32 AM £:33 AM 6:34 AM 6:35
[ CPU usage [ GC activity [0 Heap size [ Used heap
Classes X | Threads X
6,000 30
4,000 20 r‘\l‘;/uw_-/‘\
2,000 10
6:32 AM £:33 AM 6:34 AM 635 A 6:33 AM £:34 AM 6135
| | —] [ Total loaded classes [ Shared loaded classes [ Live threads [ Daemon threads
4 »
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oran [ 1 B e R T e 1o

u ava Yisual¥M | _ (O] x|

File Applications View Tools Window Help

FEE RS
| Applications 4 x ’ Start Page x| 4 VisualvM x] K | > .ﬂ E'.l
=5 Local [8 overview I ] Monitorl Threadsl &34, Sampler [snapshot] 06:32:58 AM x I
47 VisualvM e
(® [snapshot] 06:32:58 AM < VisualvM
! ? Remote Profiler Snapshot
4 soapshots ‘ View: |(_’9 Methods L] |<A|I Threads:> ﬂ‘ Q& FH
Hot Spats - Method | Self time [%] + | Self time Selftime (CPU) | Invocations  [&
java.lang.Object.wait[native] () e 34138 ms (69.4%) 0.000 ms 815y
javax.management.MBeanServerInvocationHandler.iny . 5111 ms (1r ) S111 ms 2:
java.lang.ref ReferenceQueue.remove () (] 4921 ms [ 0.000 ms 1
java.net.ServerSocket.accept () . 4921 ms 0.000 ms 1
com.sun.tools. visualvm,sampler. SamplerImpl$S$1$1.ru 120 ms 120 ms 1
org.openide.util.RequestProcessor§Task.run () 0.000 ms 0.000 ms 2
com,sun.tools, visualvm. application. views.threads. Threz 0.000 ms 0.000 ms 1
com.sun.tools. visualvm. application. views.threads. Threz 0.000 ms 0.000 ms 1
$Proxy7.getThreadInfo () 0.000 ms 0.000 ms 1
java.lang. Thread.run () 0.000 ms 0.000 ms 1
org.openide.util.lookup.implspi. ActiveQueue$Impl.run, 0.000 ms 0.000 ms 1
java.util. TimerThread.run () 0.000 ms 0.000 ms 1
java.util. TimerThread.mainLoop 0.000 ms 0.000 ms 1
com.sun.tools, visualvm,sampler .cpu.CPUSampler Suppor 0.000 ms 0.000 ms 1
com,sun.tools. visualvm,sampler.cpu. ThreadInfoProvider 0.000 ms 0.000 ms 1L
$Proxy7.dumpAliThreads () 0.000 ms 0.000 ms 1
org.netbeans.CLIHandler$Server.run () 0.000 ms 0.000 ms 1 ;]
IEv [Method Name Filter] Ll

E3 Call Tree ] Hot Spots | £ Combined | € Info |

How can you obtain this tool?

Jconsole comes with every JDK. The tool can be found at <JDK Install dir>/bin (jvisualvm.exe on
Windows)

Note: Visual VM does not come with JRE
Where can you find more information about this tool?
Oracle Document:

http://docs.oracle.com/javase/8/docs/technotes/guides/visualvm/index.html



http://docs.oracle.com/javase/8/docs/technotes/guides/visualvm/index.html
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CHAPTER 6:

Jmeter

To fix a problem, you may have to reproduce it first. Say hello to Jmeter.

Jmeter is a fantastic tool for load testing your application to reveal functional and performance issues.
Even though it is not a troubleshooting tool by itself, it aids greatly in troubleshooting slow applications.
It is very easy to setup.

How does it help you in troubleshooting?

When combined with other free tools such as Visual VM, Jmeter helps in following ways:

1. Load test the application to reveal memory/resource issues or functional issues.
2. Retrieve and analyze the HTTP response codes from the application being tested.
3. Record and repeat tests
4. Non-GUI mode available
N\ Thread Group,jma - Apache JMeter (2.12 r1636949) [E=EEE)
File Edit Search Run Options Help
D@ a °d REFREREDE % | d W w58 & onr
9 & TestPlan
¢ B Thiesa Grotn Thread Group
488 HTTP Request Defaults Name: |Thread Group
Aggregate Graph

Comments:Test Home page
[i5] WorkBench Action to be taken after a Sampler error

® Continue ) Start Next Thread Loop () Stop Thread (0 Stop Test () Stop Test Now

Thread Properties

Number of Threads (users): [1

Ramp-Up Period (in seconds): [.1

Loop Count: || Forever ‘1 ‘

[_] Delay Thread creation until needed

[ Scheduler

o
93 [1-1
54 1-1
95p 1-1
96 ers of end of test

a7

9g

4

How can you obtain this tool?

Free download:

http://imeter.apache.org/download jmeter.cgi

Where can you find more information about this tool?


http://jmeter.apache.org/download_jmeter.cgi

User’s manual:

http://ijmeter.apache.org/usermanual/index.html

16


http://jmeter.apache.org/usermanual/index.html

CHAPTER 7:

WIRESHARK
Awaken the Network Guru within you

Wireshark is the best tool for analyzing network packets between the client and the Server. It is fast and

intuitive and reveals each request/response including frame and packet level details. For example, if you

are troubleshooting SSL handshake issue between the client and server, you can use wireshark to

analyze the network capture.

How does it help you in troubleshooting?

Capture and analyze tcpdump/windump or other packet capture programs

Very detailed protocol information for every packet

Filter packets on many conditions (such as all packets originating from an IP address)
Search packets

vk wN e

Versatile GUI with ability to colorize packets based on conditions

ntest.cap E]@

File Edit Miew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

B e EEXZ2E A+e+T LI|IEE QQQB @MME B
Filter: “ | Expression...
Mo, Time Source Destination Protocol  [Length |Info
1 192.168.0.2 Eroadcast ARP 42 Gratuitous ARP for 192.168.0.2 (F
2 152.168.0.1 1%2.168.0. MNENS G2 Mame guery NBSTAT *<00x<00><00><C
3 0. 4 L168.0.2 192.168.0. 70 pestination unreachahle (Port un
4 1.025659 192.168.0.2 224.0.0.22 IGMP 54 w3 membership Report / Join groug
51.044366 192.168.0.2 192.168.0.1 DNS 110 standard guery SRv _ldap. _tcp.nbc
6 1.048652 192.168.0.2 2309.255.255.250 SSDP 175 M-SEARCH * HTTR/ 1.1
7 1.050784 192.168.0.2 15%2.168.0.1 DNS 86 standard guery soA nbl0061d. ww00d
8 1.055053 192.168.0.1 192.168.0.2 SSDP 337 HTTP/1.1 200 OK
S 1.082038 192.168.0.2 152.168.0.255 MNENS 110 Registration NE NBLOOE1D<00>
10 1.111945 192.168.0.2 192.168.0.1 DNS 87 standard guery A proxyconf.ww004.
11 1.226156 192.168.0.2 1%2.168.0.1 TCP 62 ncu-2 > http [S¥N] Seg=0 win=6424
12 1.227282 192.168.0.1 1%2.168.0.2 TCP 60 http > ncu-2 [S¥N, ACK] Seq=0 Ackw
>

# Frame 11: 62 hytes on wire (496 bits), 62 bytes captured (496 hits)

# Ethernet II, sSrc: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:%9a (00:09:5h:2d:75:9a)
% Internet Protocol, sSrc: 192.168.0.2 (192.168.0.20, Dst: 192.168.0.1 (192.168.0.1)

- Transmission Control Protocol, Src Port: ncu-2 (31960, Dst Port: http (80D, Seq: 0, Len: 0
Source port: ncu-2 (3196)

pestination port: http (800

[stream dndex: 5]

Ssequence number: 0 (relative sequence number)

Header Tength: 28 bytes

Flags: 0x02 (SYN)

m

window size walue: 64240 b
000 00 09 Sh 2d 75 9a 00 0b  5d 20 <d 02 08 00 45 00 co[-u... ] ....E.
0010 00 30 18 48 40 00 B0 06 61 2c <O af 00 02 <0 a8 LOUHE. L. A,
0020 00 01 0c F¢ 00 50 3c 36 95 8 00 00 00 Q0 7O 02 N I B n.

0030 fa f0 27 e0 00 00 02 04 05 b4 01 01 04 02 .. ... e

e File: “C:ftest.cap” 14 KB 00:00:02 Packets: 120 Displayed: 120 Marked: 0 Load time: 0:00,000 Profile: Default

Image source: wireshark.org

How can you obtain this tool?



Free download:

https://www.wireshark.org/download.html

Where can you find more information about this tool?
User’s manual:

https://www.wireshark.org/docs/wsug html chunked/
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CHAPTER 8:

AppDynamics Lite
Tool so rich you will want to pay for it

Appdynamics Lite is a commercial APM (Application Performance Management) tool. It is one of the
new-generation APM tools that provides unbelievable amount of insight into every aspect of your java
application.

How does it help you in troubleshooting?

1. Fast, versatile, intuitive GUI revealing key metrics

2. Automatically plots the application flow including discovering standard back ends such as
RDBMS

3. Ability to record metrics for 24 hours

4. Deep diagnostics including code level visibility

5. Groups transactions as configurable ‘Business Transactions’

ACME Enterprises Compare last 15 minutes

5~ Dashboard Top Business Transactions Transaction Snapshots Transaction Analysis Machine Snapshots

E!Iﬁ %t 30| [ |Cvems

Health Rule Violations Started

Default Flow Map

Mode Health

CRMGReader

Business Transaction Health

O critical, 0 warning, 32 noarmal

am.__

Active MG-OrderQueue Server Health

[

3 eritical, 0 warning, 7 normal

ECommerce Server .

F 32 calighy . \ Transaction Scorecard

\_,a 1 calymat 10 S Mormal ] 933% 224

Cracle - 1000 / - — - 29%

S = T .

y -’ 2)D8C backends YETY Slow 00%
@ 2JDBC backends e san o
N ) / Sta . :

' B 3cats Errors I 00%

appdy - MySQU = 22291 s :
| i i Exceptions
ki g e Exceptions Qowal  <1/min
s 5 HTTF Errer Codes Otwtal <1/ min
QP - 92542t com:SE72 Error Page Redirects Ototal <1 /min
. g Service Endpoints
P e Mo Service Endpoints configured
hitpbEZCOfc...cloudapp.nes:8
Legend Not comparing agalnst Baseline data
Load 240 cans 48 catis i min Respaonse Time 3,826 msaverage Errors 0% 0 emos <1 emcrsimin
100 10000 ms
- lu‘ ‘ 0
oms
B PM 0335 PM 0340 PM

0330 PM 0335 PM 03:40 PM 0330 PM 0335 PM 03:40 PM

9 Free Java Troubleshooting Tools ©karunsubramanian.com
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SUMMARY
CALL GRAPH

HOT SPOTS.

SOL CALLS

HTTP PARAMSE
COCKIES

USER DATA

ERROR DETALS
HARDHNARE / MEM
RODE PROBLEMS
ADDITIONAL DATA
ACTIONS EXECUTED

SERVICE ENDPOINTS

Export to POF

Close

Name
v B swrutsactionproxyexecute
¥ struts Action - viewCart:senditems:190
v rroxy For Spring Bean - canServiceTarget:checkOut
v eroxy Far Spring Bean - cartSenviceTargetinoke
¥ spring Bean - canServiceTarget:checkOut:41

v B spring Bean - soapUtitraisero28

Bl com.appetynamics.i Order ype

Order:54

BB com.appst < inventary.0 iceSOAPT
v spring Bean - messageProducersendMessageWithOrderid-30
VI speing Bean - proscermsTemplatesend-526
¥ spring Bean - proucermsTemplate:send:534
v B spring Bean - proucermsTemplateenetuteidss
v eraxy For Speing Bean - proucermsTemplate:dolnjms:536
¥ Bl spring Bean - proucermsTemplate:dosend:569
B speing Bean - proucerimsTemplate:doSend;502
v spring Bean - messageProducersendTextMessagewithOrderld:a3
v spring Bean - provcermsTemplatesend-526
¥ spring Bean - proucermsTemplate:sendi534

B spring Bean - provcerjmsTemplateesecute: 466

Some packages have been excluded from this Call Graph

teOrder: 158

Time {mz)

13 ms {self)
0 ms (self)
0 ms (self)
0 ms (sell}
0 ms (self)
0 ms (self)

0 ms selfy

Show Filters v O

ALY

0%

0%

%

0%

0%

0%

Exit Calls / Thread...

20550 me (self) NN =~ Web Service (2)

0 s (el
0 ms (self)
0 ms (self)
0 ms (self)
0 ms (zelf)
0 ms (self)
2 ma (self)
0 e (zelf)
0 s (el
0 e (self)

0 s (self)

e
)

o
o
a r
i ]
o
o
o
o
i ]
o
o
]
o
i ]
i ]
i ]
a
i ]
a.

* SQL Calls under 10ms are not shown here

Images source: appdynamics.com

How can you obtain this tool?

Free download:

https://portal.appdynamics.com/account/sighup/sighupform/

Where can you find more information about this tool?

Documentation from Appdynamics site:

https://docs.appdynamics.com/display/PRO40/AppDynamics+Essentials

9 Free Java Troubleshooting Tools

©karunsubramanian.com
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CHAPTER 9:

NewRelic Lite
You be the Hero who saves the day. NewRelic says ‘you are welcome’

New Relic Lite is a commercial APM (Application Performance Management) tool. Like Appdynamics, It
is one of the new-generation APM tools that provides unbelievable amount of insight into every aspect
of your java application.

How does it help you in troubleshooting?

Fast, intuitive graphs

Quick revelation of time consuming transactions and methods
Application Histogram

Lots of Plugins available from New Relic Platform.

P wnNPR

Most time censuming web transactions @ A=
of wall clock time

Alerts:EventsController#recent_events. 935%
CurrentStatusControlier#istatus_bar 915% B %
ChartData:MetricChartsControlieraapp_breakdewn 2%
0%
Apk:V:DataControllermuli_app_data 6.46%
ApplicationsCentroller#ioad_app_server_transacticns B1% 0
ChartData:BaseChartsController#combined_apdex_rainbow a2 262 1284 2:56 12 300 18:02 20 1206 308 18:10 3:12 1314 316 e 1320
Alerts:EventsControllerirecent_events. CurrentStatusControberfstatus_bar ChartData:MetricChartsControllerfapp_breakdown :
ApplicationsControllersindexjson 7%
ApplicationsControllerfioad_app. server_transactions
CoreAplV2:ResourcesServerstdata 53%
ApplcationsControlersishow 35w  rougheut rpm)
ok
ChartData:MatricChartsCentroller#metric_ragex 348%
ok
ChartData:MetricChartsCont roller#single_metric 323%
ok
Api:DataControllertfchart_data 276%
ok
Api:V1:ThresholdValuesControlierfindex 265%
ApplicationsControllerahosts 217% o 1282 1284 1256 258 1300 02 13104 12:08 208 1310 1812 1314 1318 a8
CoreApiVZResources:Applicationsédata 176% e
ApE:V:DataControlersdata 172%
Infrastructure:HostsControlerfishow 15%  Transactiontraces
AccountFeeds: EventF eedsControllerfindex 137% Sampie performance details
Date Transaction / Detais App server Browser
ApiV:AccountsController#findex 122%
- temal n — rsContraler 3
Show sl transsctions table. -5 / 621252/cannect_hoursinternak-CannectHoursControler#index 53154ms
1608~ 4 minutesage  /accountsxmlApEVEAccountsContralersindex 2296 ms

How can you obtain this tool?

Free download: https://newrelic.com/application-monitoring

Where can you find more information about this tool?
Getting Started Guide:

https://try.newrelic.com/rs/newrelic/images/NR Getting Started Guide.pdf? ga=1.226635741.172
7088364.1416987622

9 Free Java Troubleshooting Tools ©karunsubramanian.com
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CHAPTER 10:

Conclusion
At the end of the day, you are paid for the VALUE you provide

There is no question regarding the importance of having the right tools to troubleshoot your Java
application. The 9 tools presented here are not just the only tools available. But if you master them, you
will be well prepared to tackle any type of issue. With any new tool, there is a learning curve and you
must be willing to spend some time learning and playing with it. Surely, it will be an investment with
huge return —and you will undoubtedly become more valuable to your organization.

Good luck.
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