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What is AppDynamics and how it can save the day?

AppDynamics is a leading Application Performance Management (APM) product. It is a tool that
monitors your Application Infrastructure and gives you code level visibility. It is supported for all major
technologies (Java, .NET, PHP , Node.js, NOSQL etc) and can be installed either as on -premi se or as

SaasS (Software As a Service) s olution.

A piece of software called Agent is installed in the Application to be monitored. The Agent collects the
performance metrics and sends them to a Server process called Controller . Controller processes the

metrics and presents them via Web Browser. A monitoring analyst can configure Alerts and generate

reports using the Web Interface.

The agent constantly monitor s the application. Since it uses byte code instrumentation technology,
Agent has hooks to every line of code. This is how AppDynamics is abl e to provide code level visibility.

Agents are available for most of the popular technologies.

Most of the monitoring capabil i tand Aleds. AAnothér rod a tt héo wto xdHf,
feature is the 0ApppiincgoiDynami csFdiscowers Maious subsystems and backends

and draws them beautifully on the browser. At times, you will be surprised to discover about
backends that you never thought your application was talking to. In addition AppDynamics 61 e ar 1
app lication behavior and automatically sets baselines, and alerts when the deviation from baseline is

not normal (anomaly).

The image below shows a typical AppDynamics Controller UI.

©Karun Subramanian 3



KickStarter Series 15 Minutes Introduction to AppDynamics

ECommerce-Demo Compare last 15 minutes
v op Business Transactions ransaction Snapshots ransaction Analysis
Dashboard Top B T t T ction Snapshot: T ction Anal
Application Flow Map v m B el mM Events
) | 8ef @
\ > No Events in selected time range
Active MQ-CustomerQueue Business Transaction Health
\
s I — - |
0 critical, 0 warning, 30 normal
Server Health
) ?;:;1:5 /min [ i
r Cﬂ. e Rl "mf“ greiesna " 0 critical, 0 warning, 5 normal
Active MQ-OrderQueue SruecEroresshng Server Transaction Scorecard
i “
" " . 4
(2] 2calis/ 'n.nl,,.l‘g ms (async) { ) Normal | —— 86.4% 412
AN ) 6 cals / min ’
2JDBC backends 11439 ms [ Slow 29% 14
® Terror / min |
W e { Very Slow ] 0.8% 4
\ ' 5 calls / min; = ms (asynclgl 2 ms
\\ ' umlsxmnvv‘g ms (async) JOBC Y —__ Stall I 00% <1
N\ ) 4 15 calls / min, 92 ms~—_
; / ' HTTP e
154 calls / min, 103.5 ms / > ; @ Errors ! 99% 47
Jo8C " 6 calls / min; 1,47k ms # / —
\ Web Service y | 2)08C backends  EXceptions
A\ A < [
b A / >3 ‘ |/ Exceptions 5069 total 338 /min
< / ’ [
® v e £ [ HTTP Error Codes Ototal <1/min
) A - { Error Page Redirects Ototal <1/min
= / Scalls/m nVZ(S) ms (async) B
) 32 calls / min— ~ J Active MQ-fulfilimentQueue N 2
V% j320ms Service Endpoints
@,‘E_ ¥ 3errors /min >
= . No Service Endpoints configured
ECommerce-Server ;3 ;‘1’;’5"“‘"
Fulfiliment
Legend Not comparing against Baseline data
Load 477 s 32 cans/min Response Time 320 msaverage Errors 9.9% 47 eerors 3 errors/min
100 2000 ms 10
50 ' . I I 1000 ms | ' 5 ' . . ‘
0 Oms 0
10:45 AM 10:50 AM 10:55 AM 10:45 AM 10:50 AM 10:55 AM 10:45 AM 10:50 AM 10:55 AM

Image Source: www.appdynamics.com

AppDynamics empl oys the concept of 6B AiBN ewesents a servisegpovidedd n 6
by your application that is invoke d by the user. All involved subsystems and backends for a given BT
are tracked and reported by AppDynamics . BTs are automatically discovered but you can define your

own BTs as well.

Using a special type of agent called Machine Agent § AppDynamics can monitor hardware too . Basic
resource utilization such as CPU,Memory,Disk usage are monitored. Machine agents are available for

most OS (Windows, Linux, Solaris etc).

AppDyanmics lets you write your own exten sion using shell scripts or Java. It is a very powerful feature
that enables you to monitor virtually anything. There are numerous extensions already developed by

the community and available for download.

The plumbing —How does it work ?
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Image Source: AppDynamics .com

AppDynamics High Level Architecture
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The controller is the engine of AppDynamics . It receives monitoring data from Agents installed on the

Application servers (or Database Servers, Web Servers etc). The user accesses and manages the

monitoring data by connecting to the Controller via web browser (usually at port 8090) . It helps to
understand the terminology used in AppDynamics to know how it works
Node

A node is a monitored Server or JVM (or CLR). Typically the node corresponds to an individual

Application Server (Physic  al or Virtual)
Tier

A tier is a logical grouping of nodes generally relating to a particular business function. Note that an

agent cannot belong to more than one Tier
Business Application

A Business Application is the top level container in AppDynamics . It contains Tiers. Role Based Access

Controls in the Controller Ul are implemented at the Business Application Level
Backends

Backends are any external systems to the AppDynamics agent that are not instrumented. For example,

if a .NET Application that is ins trumented makes a call to a SQL Server Database Server, if the SQL

Server is not instrumented with AppDynamics agent , it i s considered a
application. The response time for the backend calls are recorded (along with load, errors etc).

However, deeper level metrics are possible only when the remote system is instrumented.

AppDynamics automatically recognizes most of the popular backend systems.

How can | get started, really?

In order to get the taste of AppDynamics , you can get started for free. At a high level, here is what you

have to do:

1. Identify a Server that can serve as AppDynamics Controller. Controller is available for the

following platforms
Windows (32 and 64 bit)

Linux (32 and 64 bit)
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Mac OS (64 bit)

2. Download and install AppDynamics Controller ( https://download. AppDynamics .com).

Installation is pretty straight forward.
3. Download and install one of the App agents (Agents are available for the following ):
JVM (Oracle HotSpot, JRockit, IBM JVM)
.NET
PHP
Node.js
Python
WebServer on Linux (Apache)
DB Agent (DB2,0racle,MySQL,SQL Server, PostgreSQL, Sybase 1Q)
4. Configure the App agent; Restart the Application and start monitoring like never before

(instruction on configuring a Java agent in the next section)
Note :
The controller listens on port 8090 and 8091. Make sure these ports are not blocked by Firewall.

Controller on Linux requires libaio installed. Also, the number of File Descriptors availa ble should
be at least 65635.

You will need to create two or three user accounts during the install. Remember all the user

names and passwords (especially the root user for the Controller )

Instead of installing the Controller in your local environment, you can choose to use one of
AppDynamics hosted Controller (SaaS based). | suggest on premise to start with so that you get the

real taste of managing the Controller first hand.

Configure your first Java Agent

Installing and Configuring a Java agent is pretty straight forward and simple . You can do this two
ways: Use the O0Agent download Wi zardd from the control
you are configuring), or simply download the agent software from https://download.  AppDynamics .com .

Using the Agent download Wizard
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From the Controller Ul, click on the 6Agent Downl oad T

Getting Started Agent Download Wizard

Choose the Agent Type Agent Download Wizard
This wizard guides you through the steps to configure an agent to connect to this
. @ Java AppDynamics Controller.

If you are new to AppDynamics, check out the Getting Started section.
NET
Advanced users, you can skip the wizard and download the Agent manually.

PHP

Node.js

i0S

Android

Web Browser

Select JVM

Home

Getting Started Agent Download Wizard

@ Java -Step 1 of 5
Select JVM

® Sun and JRockit [VM
IBM JVM

st Over ek m

The controller Information is auto populated (this is the advantage of using the wizard)
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Home Getting Started Agent Download Wizard
@ Jave-Step20f5
Specify Controller URL What is a Controller?

Set the controller host and port: The agent sends monitoring data to the Controller. You are using the Controller

right now.
http:// {myServe : 8090 ‘ : .
P Y '1 To change the Controller connection later, edit the host and port properties in the
Use SSL controller-info.xml. See more details.

<< Start Over < Back

Choose or create a new Application

Home Getting Started Agent Download Wizard

Java - Step 3 of 5
o] P

Which Application should the agent report to? What is an Application?
Use an existing Application: In AppDynamics, a Business Application (or simply Application) models all
Select existing Application - components or modules in an application environment that provide a complete set

of functionality. An Application can gather information reported from web
® Create a new Application: applications, databases, mobile apps, and other services that interact with each
other to serve a common purpose.

A(meShoppingPoﬂaﬂ

See Business Application docs for more info.

Mapping Applications in AppDynamics

=< Start Over < Back “

Choose or create Tier
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KickStarter Series

Home Getting Started Agent Download Wizard

Java - Step 4 of 5
o] P

Which Tier should the agent report to? What is a Tier?

Use an existing Tier: Application
Select existing Tier - S—
End Tier ‘
® Create a new Tier:
Order
Processing

OrderFulfillment

seach ’
with this Controller. \

Note: This Tier will be created once you install the Agent and it registers

o & & P
86 ¥e ¥ 86
1 |
Nodes (Individual servers,
App Server JVMs, ete )

Tias

<< Start Over < Back m

Your agent is now ready for download

Home Getting Started Agent Download Wizard

Java-Swep 5of 3
o] P

Your agent is ready for download. Java Agent Install & Configuration

n Download the Java Agent Node - App Server / JVM

AppDynamics Ul
E& ppDy

This Agent is pre-configured to connect to this Controller (in

controller-info.xml) App Server /JVM [.'T
Startup Config -
H Install the Agent 4
javaagent JVM param points
Add the java agent parameter to the app server startup script: to AppDynamics Agent AppOynamics
-javaagentAGENT_HOME/javaagent.jar Eemerenty 0
Where AGENT_HOME is where the Agent is installed. .
H E controller-info.xml
For example: javaagent:/usr/local/appDynamics/javaagent.jar configured by %2?2";593;'2;?;22 por, SSL

<< Start Over < Back

Once you download the Agent (zip or tar file), take the file to the Server you need to instrument and

unzip/untar the file. Now all you have to do is configure your java application to load the agent when it
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starts. The only required configuration is done at the java command line that starts the application.

Simply add the following parameter

- javaagent:AGENT_HOME/ja vaagent.jar

The Agent log file is at <AGENT_HOME>/logs/<Node name>/agent<date>.log
Using AppDynamics  download site

Instead of using the wizard, you may choose to download the agent from AppDynamics website and

manually configure the agent. You can download the agent from  https://download. AppDynamics .com .

Once you unzip/untar the agent on the server to be instrumented, all you have to do is update

controller -info.xml and add the java command line parameter to the startup script of your application.

Configure controller  -info.xml

This file is found at <AGENT_HOME>/conf/controller -info.xml. Here are the important parameters to be
configured

<controller  -host>myServer</controller -host>

<controller - port>8090</control ler - port>

<application  -name>AcmeShoppingPortal</application -name>

<tier -name>OrderFulfillment</tier -name>

<account -name> *** </account -name>
<account -access -key> *** </account -access -key>

I f you donét know t he account n anlieensa padge at the ecsrdrolldr e (Youc h

can access the license page by c¢click on the 6Settingsé
Add the following parameter to your Application startup script and restart your application

- javaagent:AGENT_HOME/javaagent.jar

The Agent log file is at <AGENT_HOME>/logs/<Node name>/agent<date>.log
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Look inside your Java Application, like never before

As soon as Yyou have your Java application r eporting to Controller , you can learn a lot about your
applicatio n. Some of the thing s you learn about your application may even be surprising to you.
Appdyanmics automatically creates a flow map of your application. It discovers backends and plots it

for you.

Login to the Controller Ul (typically http://<controller ~ Host>:8080 ). Navigate to your Application and

Tier if required. A typical  application flow may look like the follo wing:

My Dashboards Hardware Memory VM MK Events
Mode Flow Map = E

- - — 65calls L.min, 4.67 ms
_#____A' N *‘h DB _‘————____.‘____

s & JDBC backends
3 calls f min, 860.69 ms [async)
Mz~

5 RMI backends 1 calls / min. 445 ms

HTTP ) m'

13 ]JMS backends

SHTTRpackends . . B _line dat
NGt comparing against Baseline data

Legend

From this point , you can drill down to any of the components to get deeper level metrics.

AppDynamics automatically captures Glow response times 6and presents them in ~ &low response times 6
Dashboad from the home page of the Application. Slow response times include remote service calls and
jdbc calls . In addition  AppDynamics captures any application Gerrors 6 such as a Java Exceptio n or a

HTTP error code and presents them in its own dashboard.

A tremendous feature of AppDynamics is the Transaction snapshot. With a Transaction snapshot, you

can dismantle the transaction down to the code level and see the response t ime in various subsystems.
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For exam ple, you can clearly see if a transaction is slow because of a DB call or because of a remote

web service call (or because of JVM time it self, which may indicate Garbage Collection or other Memory

issues)

Call Drill Down. 10072 ms 01/15/15 1:05:48 PM BT: ViewCart.sendltems GUID: 48323b04-f411-4e5c-8d4c-0adbe775cce3

SUMMARY Execution Time: 10072 ms. Node Node_8002. Timestamp: 01/15/15 1:05:48 PM. ®
CALLGRARH tasRo t t M Show Filters» | O
HOTSROTS Time (ms) Exit Calls / Threads
SQLEALES v (7 Faxis2 webservice Serviet:dopost | Business transaction details, 7ms(seify | 01% a
EITTE PARAMS n Web Service - org.apache.axis2 lncludlng business ive:39 Oms(selfy | 0% ﬂ
COOKIES v &3 web service - org.apache.a nansaptlon name, entry nessLogic:116 Oms(sel) | o% ﬂ
point timestamp, and more
LRD M) Spring Bean - orderServic Oms(sely | o% i |
Show the method "8 Proxy For Spring Bean - orderServiceTarget.createOrder Oms(selfy | 0% i |
sequence tree '. Proxy For Spring Bean - orderServiceTarget:invoke Oms(selfy | o% ﬂ
it e Soen d v springB derServiceTarget:createOrder:23 0 i)
- rServi z rder:23 0%
method as the pring Bean - orderServiceTarget:createOrder: ms (sel | i |
root node '. Spring Bean - of ao:createOrder:38 Oms(self) | om n
. Proxy For Spri 52ms(self) | o05% DBC ﬂ
vE8 conappdyf Method details: type, class B! Omafsely [ Jom a
B comapd  name, method name, line 45 10012 ms (self) NSNS 1D [ |
number
Exit point call to
Execution time per external service
Export to PDF method and
Closa 7 percent of total time =
ose Some packages have been excluded from this Call Graph * SQL Calls under 10ms are not shown here

Image Source: www.appdynamics.com

Get alerted before things get worse

AppDynamics automatically learns the application behavior by determining the base line value for any
metric. When the current value deviates from baseline over a certa in limit, it triggers an alert. The

deviati on is configurable.

AppDynamics implement s alerting using two elements: Health rules and Policies. Health rule is where
you will define the performance metric to monitor and the threshold to watch for. Policy tells
AppDynamics what to do when Health rules are violated. The action could be emailing or paging

someone (or a group) , Or even execut ing a program.

AppDynamics come prebuilt with several Default Health Rules. An example is JVM memory utilization

(Heap). You can update  the thresholds for these  default health rules.

In addition you can create an Email Digest that includes a summary of events over a certain period.

This can be useful item for senior management.
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Create Health Rule

OVERVIEW » . ) -
Critical Condition Copy from Warning Condition

AFFECTS Displays embedded

If | an » | of the following conditions are met: TR PREE

All
WARNING COMDITION 1 Any
conditiog 1

\

= Add Condition
CRITICAL COMDITION

Value w» of Selecta Metric

is > Baseline - [Select Baseling] v by [Select Unit]

Displays
expression
builder.

name of condition

Specify the unit of

Select whether Specify the R
‘ qualifier for metric ' to compare actual baseline
against a or specific

baseline or value.

specific value.

If using baseline, by
how many units?

Image Source: www.appdynamics.com

Monitor your hardware too

Removes
condition.

With AppDynamics Machine Agent, you can monitor basic metrics such as CPU utilization, Memory

Utilization etc for most of the popular Operating Systems.

"v Dashboard My Dashboards Memory JWi JMX Events b

* CPU

CPU Utilization %
4 % current

. 20 /\
5 % Jast 15 minutes
14 /
. .
— / \ o / e
Idle 94 % 2 — — ——
S:55PM  5:56 PM  S:57 PM  5:58 PM  S:53 PM  €:00 PM  6:01 PM  &:02 PM  6:03 PM  6:04 PM  &:05 PM  6:06 PM 6108 PM  &:0% PM
» Memory
0 Memory Utilization (MB)
43 % current  7a00
43 % |ast 15 minutes 7400
Total 16383 MB ~o0m

Used 7142 MB
Free 9240 MB

EE00

S:55 PM 5:56 PM 5:57 PM 5:58 PM 5:59 PM 6:00 PM &:01 PM 0 6:02 PM 6:03 PM &:04 PM 6:03 PM 6:06 PM

Some default Metr ics monitored:

CPU Metrics

Disks Metrics

©Karun Subramanian
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Machine Metrics

Memory Metrics
Network Metrics
System Metrics

In addition to monitoring the hardware, Mac hine Agent lets you write your own monitoring programs
and send the data to AppDynamics Controller . This is a very powerful future as it virtually allowsyout o
monitor anything . These programs are called extensions and there are tons of extensions already

available for download at https://www.app dynamics.com/community/exchange/

Where to go next?

Congratulations on learning what AppDynamics can do for your organization. | have just covered t he
tip of iceberg. What you can do with AppDynamics is only up to you.  You can take your monitoring to
an entirely different level b y leveraging all the features that AppDynamics offers.

| recommend downloading and t rying out your own AppDynamics Controller. Install a Java Agent on
one of your test environments an d play with it for a while. Start at

https://download.appdynamics.com . For documentation, start at https://docs.appdynamics.com . There

is also a community at http://www.appdynamics.com/community/

AppDynamics  offers  tons of  webminars. Check out the events calendar at

http://www.appdynamics.com/community/events/

Happy Monitoring !!!
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